DATA RECOGNITION,
TECH BULLETIN: Maximizing COS-SD Performance

for Wisconsin Forward Testing Di C

Revision Date: December 4, 2024 '‘CORPORATION'

Summary

There are increased Service Device (COS-SD) bandwidth requirements for Text-to-Speech (TTS), which is embedded on
all tests, beginning with the Spring 2024 administration. A general recommendation is to double the Service Device
bandwidth you tested with previously. Please ensure that your Service Device capacity is sufficient to support the
number of concurrent testing devices you will have.

Please note that the System Readiness Check does not validate your Service Device bandwidth, because it does not
know how many concurrent testers there will be. This is something that must be verified separately.

In order to maximize COS-SD performance to alleviate content hosting slowdowns and errors, please review the
following recommendations:

Guidelines for Service Devices

® Service Device (COS-SD) set up recommendations
o0 The COS-SD should be connected to the network through a wired connection
O Use a dedicated COS-SD that is only used for testing, not other process intensive applications
O Service Devices can be set up at the district or school level, but school level is recommended. The closer
the content is hosted to the student, the better.

e Review System Requirements for updated Service Device hardware requirements (minimum specifications
based on 100 concurrent testers or less). These include:
O Processor: Minimum 4 CPU
O Available Memory: 8 GB RAM or higher
o Disk Space Needed for Installation: 100 GB or more recommended (minimum 25 GB)
O Free Disk Space: Recommended 10 percent of the device’s total hard drive should remain as free space
for optimal performance

® Resources to help determine if your COS-SD setup and network capacity is sufficient for the number of expected
concurrent testers:
o System Requirements (link)
m See page 4 under “Examples of COS Service Device Configurations”, which includes a table of
example configuration specifications. Refer to the “Network Intensive Content” column.
O Testing Site Capacity Estimator (link)
m  Under Testing Volume Information, all students for Wisconsin would be considered
“Accommodated Students Testing at the Same Time”.

e Options to add or increase COS-SD bandwidth
O Add additional vCPU to a virtual COS-SD server
O Add an additional Service Device (see tips in next section)


https://dpi.wi.gov/assessment/forward/technology#requirements
https://dpi.wi.gov/assessment/forward/technology#requirements

Tips for adding another Service Device to your COS configuration

See instructions in the Technology User Guide Volume Il - Central Office Services or COS Online Help.

When adding additional Service Device(s), basic round-robin load balancing between the service devices in your
configuration happens automatically. You do not need to change any other settings to enable the automatic
round robin load balancing.
O Leave the “Do you have a load balancer?” option toggled OFF under Content Hosting, unless you have
installed separate third-party load balancing hardware/software.

After adding a Service Device, check the Service Devices tab in your configuration. The Status column will say
Initializing, then Processing Content, then Functional. Ensure your Service Devices are all in Functional status.

Be sure to only make changes to your COS configuration prior to testing or after hours, never while students are
actively testing.

Perform a System Readiness Check to confirm Service Device Connection is functional (has green checkmark)

o Note: If you have multiple COS-SDs, the System Readiness Check only connects to one. You may need to
launch multiple times to confirm success for all Service Device IDs. In the System Readiness Check, the
Service Device ID is listed under System Information at the top.

o If the System Readiness Check fails with an error regarding no connection to the Service Device, but the
Service Devices are in Functional status in Central Office Services, it could be an issue with the firewall.
Please call DRC Help Desk to troubleshoot (1-800-459-6530).

m  DRC Help Desk will walk you through steps to create an inbound rule on your Windows firewall
settings to permit COS applications and apply a firewall rule to allow COS port ranges.

Other recommendations

Network recommendations
o If available, use traffic shaping to give DRC INSIGHT testing traffic priority over other network traffic
o Limit other use of the network during testing, especially high-bandwidth activities such as downloading
and watching videos.
O Ensure Wi-Fiis able to handle the load expected during testing. Limit outside use of Wi-Fi during testing.
o Review the DRC Network Evaluation and Troubleshooting (link) support document for more information.
Stagger testing logins
O Staggering student logins into the DRC INSIGHT Secure Application is recommended. Staggering should
be based on when the “Begin the Test” button is selected, as this is when COS-SD substantial file
transferring begins.
m  Smaller staggered groups within a classroom can be offset by selecting “Begin the Test”
approximately 15-30 seconds apart.
o If possible, it can also be helpful to stagger testing between different classrooms if they are testing at
the same time.
If your site administers both WIDA and Wisconsin Forward testing, you can free up disk space on your Service
Device by unchecking the WIDA ACCESS & Screener administrations under Content Management in your COS
Configuration, or by temporarily removing WIDA as a Location altogether, once the WIDA testing window has
concluded.
o Typically, Wisconsin WIDA ACCESS testing is complete at the end of January, and Wisconsin Forward
testing begins mid-March. Check the calendars on the DPI webpage for specific test window dates.


https://dpi.wi.gov/sites/default/files/imce/assessment/pdf/TUG_Volume_II_COS.pdf
https://assets.drcedirect.com/Common/COS_Online_Help/index.htm#t=Creating_Round-Robin_Pools_of_COS_-_SDs.htm
https://dpi.wi.gov/assessment/forward/technology#manuals

What to do if your site is experiencing errors or difficulties during testing
® Check the Wisconsin System Status site: https://status.drcedirect.com/WI
o DRC will update this page if there is a known issue impacting multiple sites.

e Local troubleshooting suggestions
o Consult Technology User Guide Volume IV for common error messages and suggested resolution
Some common resolutions to Service Device Connection and Network errors include:
o Ensure Testing Device is not connecting to a different Wi-Fi or Guest network
o Review Wi-Fi policy, and assign the IP of the Testing Device to a Wi-Fi policy that allows for internal
traffic
O Add a local Windows firewall rule on the COS-SD to allow incoming connections
O The ports you select may be blocked at the time of testing despite being available during installation. At
testing time, verify that these ports are available and allowlisted on your COS-SD’s firewall.
O Check P2P and 7 layer filtering rules in your filters and access points
e Call DRC Help Desk at 1-800-459-6530 or email at WIHelpdesk@datarecognitioncorp.com for assistance.
While not required, it can be helpful for troubleshooting if you are prepared with the following information:
O Your COS Org Unit ID (OUID)
The error message that students are encountering on their Testing Devices, and when the error occurs

o

O The number of students impacted

o If COS-SD bandwidth is suspected to be the problem, it is helpful to have a screenshot that shows your
Service Device(s) CPU capacity (or knowledge of what it spiked to) when errors were encountered

If you have questions or would like to discuss your COS-SD configuration, please call DRC Help Desk
at 1-800-459-6530 or email at WIHelpdesk@datarecognitioncorp.com.



https://status.drcedirect.com/WI
https://dpi.wi.gov/sites/default/files/imce/assessment/pdf/TUG_Volume_IV_Troubleshooting.pdf
mailto:WIHelpdesk@datarecognitioncorp.com
mailto:WIHelpdesk@datarecognitioncorp.com

